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Application Traffic
Top 30 Applications by Bandwidth and Sessions

# Application Bandwidth Sent  Received Sessions
1 Stream.Media 5.41T8 111,515
2 SMB 44378 436,516
3 HTTPS 4,048 13209513
4 tcp/873 1.39TB 74
5 HTTPS.BROWSER 136TB 10,334,369
6 443/udp 1.21TB 2,787,317
7 QuIC 1.0278 2,488,258
8 YouTube 919.12 GB 256,867
9 HTTP 838,52 GB 3,568,386
10 Naver.Line 570.86 GB 1,097,698
11 Yahoo.Services 531,84 GB 2,011,591
12 HTTP.Video 525.27 GB 557,747
13 Facebook 372.75GB 701,223
14 MS.Windows.Update 259.68 GB 638,458
15 SSL 23576 GB 298,457
16 udp/a43 23395G8 294,369
17 tcp/8888 173.38GB 792
18 Google Services 146,00 GB 1,248,220
19 HTTP.BROWSER 140.99 GB 6,269,821
20 183/tcp 76.96 GB. 218
op2p 36.00%
© Remote Access 32.00%
“Proxy 28.00% Hgh Rsk
Video/Audio 400%
Rgure 1; of High Risk
High Risk Applications

Top 20 high risk applications are listed below. These applications have the risk rating of 5 (critical risk) or 4(high risk). Each
application is listed with its respective category, technology, number of users, bandwidth and sessions.

# Risk Application Name Category Technology User Bandwidth Session
1 7 Coudflare.1.1.1.1.VP (3 Proxy Cllent-Server 30 75.18MB 26464
N
2B o SurfEasy VPN 1 Proxy Client-Server 1 08 1,661
3g 2 Proxy HTTP 1 Proxy Network-Protocol 18 140MB 456
4g m DNS.TXT.Records.Tu 13 Proxy Client-Server 1 930KB 19
nneling
S © Psiphon 0 Proxy Client-Server 4 223M8 12
(5] m OKHTTP.Library VPN (3 Proxy Cllent-Server 1 334KB 1
78 4 YourFreedom © Proxy Cllent-Server 1 7%8 1
s @ BitTorrent - P2P Peer-to-Peer S 23.72M8 120,087
°'D 4 ChromeRemote.Des |, RemoteAccess Client-Server 6 171.62M8 22477
ktop
100 8 TeamViewer w RemoteAccess Client-Server 54 432GB 14,044
"o W VeryCD = P2P Browser-Based 1 3429M8 10922
pris a Qvoo = P2P Peer-to-Peer 2 61.03KB 10200
130 PPStream = P2P Peer-to-Peer 9 1093M8 4,798
1“0 » AnyDesk w RemoteAccess Client-Server 19 51806 MB 4328
1500 ¥ ThunderXuniel = P2P Peer-to-Peer 2 444M8 1378
1610 1) BaiduMusic - PP Peer-to-Peer 2 159MB 466
170 & TeamViewer_CallRec ;, RemoteAccess Cllent-Server 3s 11374M8 180
eive
180 & Telnet i« Remote Access Client-Server S s2;3me 131
190 5 TeamViewer CallReq ;, RemoteAccess Cllent-Server 3 2568M8 73
vest
200 [ KxBOX = P2P Peer-to-Peer 2 16621K8 47

Figure 2: High risk applications (rating of 4 or 5) that are troversing the network.
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